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Areas of Concern



Device-Server



Device Local



Device-Device



Physical



Physical

TouchID



Encryption



In the News

http://www.apple.com/customer-letter/

Inland Regional Center 
Department of Public Safety 

14 killed, 22 injured 
https://en.wikipedia.org/wiki/
2015_San_Bernardino_attack

http://techcrunch.com/2016/03/28/justice-department-drops-lawsuit-
against-apple-over-iphone-unlocking-case/

http://www.cbsnews.com/news/
cbs-news-poll-americans-split-on-

unlocking-san-bernardino-shooters-
iphone

50% DoJ  
45% Apple



Data Files



Raw Binary / Text Data
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https://xkcd.com/1354/

Buffer Overflow Exploits



Sandboxing



App Code Signing

X



Device-Server



Server Interaction
Request a resource using HTTP and a URL 

Wait for response data to come back from the server 

Scrub the data 

Remove superfluous parts 

Validate the data 

Present the data to the user



Scrub
Flat Data



Cleaner Way?



JSON



Network Architecture

Server

Data Model N 
e 
t 
w 
o 
r 
k 

L 
a 
y 
e 
r

Session

Cache

Model Rules 
Logic 

Data Validation



REST
Representational State Transfer (REST) 

Software architectural style used in protocols like HTTP

See chapter 5 of Roy T. Fielding’s doctoral dissertation and REST article on Wikipedia



REST Architectural Constraints
Client-Server 

Stateless 

Cacheable 

Layered System 

Uniform Interface 
Resources and Representations Separate 

Resources Manipulated by Representation 

Representation Processing Part of the Message 

Hypermedia as the Engine of Application State (HATEOAS)

A server configured to accept 
HTTP requests, return HTTP 
responses with JSON data 

payloads, having clean 
hierarchical URLs fits these 

constraints.



App Transport Security (HTTPS)



Device-Device



Bluetooth / NFC



https://www.apple.com/business/docs/iOS_Security_Guide.pdf


